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Security Advisory 
Vulnerability in CWS2 

 
BIZERBA-SA-2026-0001 

 

1 Summary  

 

Bizerba rates these vulnerabilities with a CVSS v3.1 Base Score of 7.6, Temporal Score 6.8 

and recommends updating all affected Systems to the latest version of CWS2 including 

Firebird 4.0.7 

The vulnerabilities have been discovered by a security advisory of Firebird 

2 Affected Products 

• All CWS2 Versions < 2.22 

3 Workarounds and Mitigations 

• Update to Firebird 4.0.7, possible with all CWS2 versions >= 2.20 

4 Solution 

• Firebird 4.0.7 will be provided with the latest CWS2 setup 

5 Technical Details 

• Possible RCE in Firebird plugins 

6 CVSS Rating 

• The CVSS v3.1 Base Score is rated at:7.6 AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H  

7 References 

https://euvd.enisa.europa.eu/vulnerability/EUVD-2026-23496 

8 Timeline 

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H&version=3.1

