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CVSS Scoring

Vulnerability classification has been performed using the CVSS v3.1 scoring system . The CVSS
environmental score is specific to each customer’s environment and should be defined by the customer to
attain a final scoring.

Vulnerabilities

(CVE-2026-16246)

The issue is caused by the execution of LogPathConfig.exe during the setup of BRAIN2 or Bizerba
ScriptService. The application assigns full control permissions to the Everyone group on %ProgramData%
instead of restricting them to the intended product directory %ProgramData%\Bizerba\BRAIN2. If
LogPathConfig.exe is not present on the system, the issue cannot occur. If the application is present, the
incorrect permission assignment can be triggered again.

In BRAIN2 versions prior to 3.09, the application LogPathConfig.exe is executed during setup. As a result,
the Windows group Everyone is granted full control over %ProgramData% instead of being restricted to
%ProgramData%\Bizerba\BRAIN2. Starting with BRAIN2 3.09, the setup no longer executes this tool.
However, the optional component Bizerba ScriptService still executes it. Bizerba ScriptService is being
deprecated and will no longer be included starting with BRAIN2 version 3.11.

CWE: CWE-276:Incorrect Default Permissions

Product status

Known affected

Product CVSS-Vector CVSS Base Score
BRAIN2 >3.09 CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:L 7.3

Fixed

BRAIN2 < 3.09

Remediations

Mitigation



An automatic correction is not possible, as restoring permissions on %ProgramData% may affect other
installed software. A Windows administrator can reduce the risk by: • reviewing and restoring required
permissions on %ProgramData%, and • removing full control permissions for Everyone, and • assigning full
control permissions for Everyone specifically to %ProgramData%\Bizerba\BRAIN2

For products:

BRAIN2 >3.09

(CVE-2026-16247)

The issue is caused by the execution of LogPathConfig.exe during setup. The application: • deletes existing
permissions on %ProgramData%, and • assigns full control permissions to the Everyone group • instead of
restricting access to %ProgramData%\Bizerba_connect.BRAIN or %ProgramData%\Bizerba\BCT. If
LogPathConfig.exe is present on the system, the incorrect permission assignment can be triggered again.

In _connect.BRAIN versions prior to 5.06, the application LogPathConfig.exe is executed during setup.
During this process, existing permissions on %ProgramData% are deleted and replaced, granting the
Windows group Everyone full control instead of restricting access to
%ProgramData%\Bizerba_connect.BRAIN or %ProgramData%\Bizerba\BCT. Starting with
_connect.BRAIN 5.06, the setup no longer executes this tool.

CWE: CWE-276:Incorrect Default Permissions

Product status

Known affected

Product CVSS-Vector CVSS Base Score
_connect.BRAIN > 5.06 CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:L 7.3

Fixed

_connect.BRAIN < 5.06

Remediations

Mitigation

An automatic correction is not possible, as restoring permissions on %ProgramData% may affect other
installed software. A Windows administrator can reduce the risk by: • reviewing and restoring required
permissions on %ProgramData%, and • removing full control permissions for Everyone, and • assigning full
control permissions for Everyone specifically to %ProgramData%\Bizerba_connect.BRAIN or
%ProgramData%\Bizerba\BCT.

For products:

_connect.BRAIN > 5.06
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Security Update Information

With respect to Directive (EU) 2019/770 and Directive (EU) 2019/771 and their national transposition laws,
please note:

It is your responsibility to download and/or install any security updates provided by us, for example to
maintain product or data security. If you fail to install a security update provided to you within a reasonable
period of time, we will not be liable for any product defect solely due to the absence of such security update.

Alternatively, we are entitled to directly download and/or install security updates regardless of your settings.
In these cases, we will provide you with the relevant information, e.g. in this security advisory.
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